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Abstract

Large Language Models (LLMs) have seen widespread adoption due to strong performance across
various language tasks, even though their errors can lead to serious consequences in high-risk sce-
narios. To rely on these models, it is essential to have a sound way to assess the model’s confidence
in each output, thus leading to the emergence of uncertainty quantification (UQ) methods. However,
there is no established method for estimating confidence in LLMs, partly due to the lack of a universal
evaluation procedure and the inherent complexity of UQ in text generation — poorly calibrated models
and the complex nature of the task.

Conformal prediction (CP) is a popular UQ framework that offers statistical guarantees but remains
underexplored in language modeling. We introduce a novel white-box UQ method for LLMs’ text gen-
eration based on CP — TokenCP, which is model-agnostic and easy to implement. TokenCP creates
a prediction set of tokens for each decoding stage at generation time, and their sizes are used as a
proxy of the model’s confidence. Furthermore, TokenCP can be combined with other state-of-the-art
approaches to make sentence-level uncertainty measurements.

In the closed-book open-generation question-answering (QA) task, although TokenCP does not out-
perform other state-of-the-art solutions, it yields competitive performance across QA datasets and LLMs,
exhibiting similar robustness with regard to model and dataset changes. Moreover, we show the potential

for improving TokenCP, namely through the selection of relevant tokens in an answer.

Keywords: Uncertainty Quantification, Large Language Models, Conformal Prediction, Natural

Language Processing






Resumo

Os Grandes Modelos de Linguagem (GMLs) tém sido amplamente adoptados devido ao seu bom
desempenho em tarefas de linguagem natural, mesmo que possam errar em cenarios de alto risco. Para
se confiar nestes modelos, € essencial um método que avalie a sua confianga nos seus outputs — o que
levou ao aparecimento de métodos de quantificacdo da incerteza (Ql). Ainda nao existe nenhum Ql
consagrado, devido a auséncia de um procedimento de avaliagédo universal e a complexidade inerente
da Ql na geracao de texto: modelos mal calibrados e a natureza complexa da tarefa.

Conformal Prediction (CP) é um procedimento de QI que oferece garantias estatisticas, mas per-
manece pouco explorado no contexto de geragao de texto. Por conseguinte, apresentamos um novo
método white-box de QI para a geragao de texto baseado em CP — TokenCP, que ¢é independente do
modelo utilizado e facil de implementar. O TokenCP cria um conjunto de tokens elegiveis para cada
etapa de geracao do GML. Os tamanhos destes conjuntos sdo usados como um proxy da confianga
do modelo. Além disso, o TokenCP pode ser combinado com outras abordagens para dar medigdes de
incerteza considerando todos os conjuntos.

Na tarefa closed-book open-generation question-answering (QA), embora o TokenCP nao supere
outras solugdes existentes, este apresenta um desempenho competitivo em varios conjuntos de dados
de QA e GLMs, exibindo robustez semelhante relativamente a alteracdes de modelo e de conjunto de
dados. Adicionalmente, mostramos o possivel melhoramento do TokenCP, através da selegao de tokens

relevantes de uma resposta.

Palavras-chave: Quantificagao de Incerteza, Grandes Modelos de Linguagem, Conformal

Prediction, Processamento de Linguagem Natural
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Chapter 1

Introduction

This thesis presents the study of applying conformal prediction (CP) for uncertainty quantification
(UQ) in natural language generation (NLG). It introduces TokenCP, a novel UQ method based on CP. It
first introduces the theoretical foundations, reviews related work, describes the proposed methodology,
and concludes with an evaluation of TokenCP.

In this chapter, we address the motivation behind this work, the objectives of what we propose to

create, the organization of this work, and the challenges we faced.

1.1 Motivation

Large Language Models (LLMs) have become ubiquitous nowadays due to their considerable perfor-
mance over multiple natural language processing (NLP) tasks, such as text summarization and machine
translation, Qin et al. [1]. Additionally, these models are being used in high-risk scenarios, such as
fraud/scam detection (Huang and Wang [2]) and medical diagnosis (Panagoulias et al. [3]), in which
mistakes can lead to terrible consequences. While LLMs have improved on different NLP tasks in recent
years, they are still prone to making mistakes. This makes a notion of the model’'s uncertainty about its
response, crucial to avoid wrong decisions.

Obtaining an uncertainty measure from an LLM is a challenging task. These models are often poorly
calibrated, meaning that the probabilities they assign to outputs do not reliably reflect the true likelihood
of correctness, as mentioned by Desai and Durrett [4], Shen et al. [5] and Zhu et al. [6]. In other words,
an LLM may express high confidence even when its output is incorrect. This task is further complicated
by some models having undisclosed internal parameters and NLG tasks having specific and complex
structures.

As a result, UQ methods are heuristic-based methods that can either be white-box methods, requiring
the internal parameters of an LLM, or black-box methods, not needing any parameters from an LLM, as
pointed out by Krishnan et al. [7]. Currently, there is no standard approach to evaluate UQ methods
due to varying definitions of uncertainty across authors, different structures in text generation tasks

and overlapping evaluation metrics. Accordingly, there is no established solution, since it is not only



hard to compare such methods but also that none has significantly outperformed other options (for any
considered evaluation process).

Lately, conformal prediction procedures —based on the conformal prediction framework introduced by
Vovk et al. [8], have been gaining attention in the context of natural language processing (NLP) (Campos
et al. [9]). Briefly, a conformal prediction procedure enables the creation of prediction sets which contain
plausible outputs (with theoretical guarantees on containing the correct output) for each input-to-output
mapping (with the possibility of being applied to machine learning models). It offers multiple advantages,
including ease of implementation and high efficiency, all the while being distribution-free and model-
agnostic, as mentioned by Angelopoulos and Bates [10]. More importantly, it can be used to provide
uncertainty measurements based on the outputs of machine learning models.

Considering all that was said before, we propose a white-box UQ method called TokenCP that can be
applied to the response generation phase of LLMs. This conformal prediction based process produces
proxies for uncertainty measurements for each token generated by an LLM. As a result, when TokenCP
is combined with other state-of-the-art UQ methods, we can transform these token uncertainty proxy
measurements into a single uncertainty measurement for the whole generated sentence. This overall
measure is more informative than unitary measurements, since it better captures the relation between
tokens in an answer.

Lastly, the code for this work is open-source and available for public use via an open-access reposi-

tory 1.

1.2 Objectives and Deliverables

The main objective of this thesis was to use a conformal prediction procedure for uncertainty quantifi-
cation in the context of NLG. After some exploration and experimenting, we outlined TokenCP (discussed
in Chapter 4), a UQ method based on the split conformal prediction procedure.

For the implementation of TokenCP (specifically the combination of TokenCP with other UQ meth-
ods), we defined a set of desiderata for the implementation, based on its applicability in real world

scenarios:

» Be easily integrated into a wide range of LLMs. Due to the large spectrum of LLMs that are
possible to use, it is important to make sure that our proposed UQ method can be integrated

regardless of differences among LLMs.

+ Have competitive performance with current state-of-the-art approaches. The main driving
point for integration of an UQ method is its performance. As such it is important to keep our

proposed method on par with current state-of-the-art approaches.

* Maintain consistent performance across varying datasets and models. Both models and
datasets can differ vastly from one another. As such it is important to create a robust UQ method

that can maintain its performance even when the model or dataset being used changes.
Thttps://github.com/Dolfas/TokenCP




1.3 Challenges

In this section, we introduce the challenges faced during this research work, which had an impact on

both the overall development and evaluation of TokenCP.

1.3.1 Navigating Uncharted Territory

The creation of TokenCP constituted novel and exploratory work, which made its development roadmap
unclear from the beginning. The broad and exploratory roadmap led to the testing of many ideas, some
of which did not ultimately contribute to the thesis. While this process did not bring direct results, it
provided some insights that shaped both the overall implementation of TokenCP and its possible future
work, as discussed in Chapter 7. Furthermore, the implementation of conformal prediction for natural
language generation presented significant challenges due to the limited availability of prior research and
reference code. This thesis addresses this gap by exploring the use of CP for uncertainty quantification

— in the context of NLG, and by open-sourcing the used code.

1.3.2 Hardware Constraints

In this research work, we used three RTX 2080 Ti - 12GB GPUs which unfortunately could not sup-
port LLMs with more than 10B parameters (due to VRAM shortage). As a result, we were limited to
using smaller LLMs, excluding the larger and more commercially prevalent models from the evaluation
of TokenCP in Chapter 6. This creates a gap in TokenCP evaluation, as larger models behave differently
from smaller models and constitute a more representative benchmark for real-world applications. Ad-
ditionally, the limited hardware constrained both the experimentation and debugging time, as the used

models took longer to generate answers.

1.4 Thesis Outline

In this section, we present the structure of the thesis and the topics discussed in each of the 8

chapters (including this one):

» Background (Chapter 2) - Core concepts of LLMs, uncertainty quantification and conformal pre-
diction are introduced with the goal of providing readers with essential information for understand-

ing the presented work.

 Related Work (Chapter 3) - Following the previous introduction, the relevant work to the thesis is
discussed. It begins with the study of UQ methods, going from their evaluation pipeline to different

proposed solutions, and it ends with a use case of conformal prediction for language generation.

» Methodology (Chapter 4) - Considering the previous description of the UQ research landscape,

TokenCP and its evaluation pipeline are presented.



Implementation (Chapter 5) - Having defined TokenCP, its implementation along with the hard-

ware, software, and data used are described.

Results (Chapter 6) - Throughout this chapter the performance of TokenCP is examined. Building
from experiments designed to select the optimal parameters for this process, to comparing the use
of TokenCP with other UQ methods. In the end, a possible addition to both TokenCP and other UQ

methods is discussed.

The exploration behind TokenCP (Chapter 7) - The experiments conducted on the components

of TokenCP are presented, along with the insights gained from this exploration.

Conclusions (Chapter 8) - In this final chapter the main conclusions of this thesis are given along-

side the possible future work.



Chapter 2

Background

In this chapter we provide the theoretical background of the core concepts necessary to understand
the presented work. We provide an introduction to: large language models, uncertainty quantification in

the context of NLG, and the framework of conformal prediction.

2.1 Large Language Models

2.1.1 Overview

LLMs are systems that contain sophisticated neural networks that leverage deep learning techniques,
particularly transformer architectures introduced by Vaswani et al. [11], to learn and understand the
complex patterns and structures present in textual data, as defined by Hadi et al. [12]. These models
can be used for a wide range of NLP tasks, such as: summarization, translation, and text generation.

When it comes to their training phase, large amounts of text data is needed as mentioned by Brown
et al. [13]. Additionally powerful hardware, like GPUs, are required to make the training of such models
feasible. These models demonstrate a state-of-the-art performance in a variety of NLP tasks, but they
have a large number of trainable parameters, which constitutes a challenge for training and finetuning.
Examples of commonly known LLMs are: Gemini [14], Llama [15] and the GPT4 model that powers
ChatGPT [16].

2.1.2 How does an LLM generate a response

Given an input prompt, in other words the instructions given to an LLM, transformed into tokens
denoted as = = (z1, 2, ..., Tn), the LLM generates its response, y = (y1, y2, ..., Yn ), iN @n autoregressive
manner. This means that the next token, in a sentence generated by an LLM, is always sampled from
a distribution that is dependent on the previous tokens and prompt. Consequently, the next token is

chosen by sampling from the following distribution:

Yj NP0(|5E791;7%71) (21)



Where 6 denotes the LLM parameters. There are many different sampling strategies to choose the next
token. For example, one could use the fop-k sampling method (Fan et al. [17]), where out of the token
vocabulary only k tokens are selected to take a random sample from (in other words choosing the next
token only out of these k tokens).

This process occurs until we have reached the end-of-sequence token, hence ending the response
generation. Another possible way to understand this mechanism is that at each token sampling step,
the logits are computed. The logits are values that the LLM assigns to each token in its vocabulary as
a way to reflect their likelihood of being the next token. Then, usually, the softmax function is used to
put these values between 0 and 1, so that we have a "probability” of each token in the LLM vocabulary
being sampled as the next token. Having the softmax of the logits, we obtain a distribution like the one

in equation 2.1 from which we can sample the next token.

2.1.3 Transformer Architecture

Most LLMs use transformer architectures, introduced by Vaswani et al. [11], as their building block.
This architecture can be observed in Figure 2.1 (adapted from Vaswani et al. [11]).
Softmax

Linear

L

v ENCODER " DECODER

T | [Prevous outp]

Figure 2.1: Transformer architecture

This architecture has an encoding stage and a decoding stage. In the encoding stage, represented
by the left part of Figure 2.1, an encoder is used to transform the input into a meaningful representation,
in the case of NLP it could be transforming words into tokens. In the decoding stage, represent by
the rightmost part of Figure 2.1, explained in detail in the next section, the output is generated in an
autoregressive manner, since the previous output is used to produce the next output (in this case an
output could be a word in a sentence). The decoder integrates the encoded representation with the
representation of past outputs to predict the subsequent token (e.g., a word in a sentence). At each
stage, stacks of encoders/decoders are used, in the original paper a total of N = 6 for each.

The are two key innovations with this architecture. The first one is the self-attention mechanism,
which allows the architecture to capture the relationship between different elements of a sequence in an

efficient manner. In the case of a sentence, this self-attention mechanism helps capture the importance



of each word in relation to the other words present in the sentence. The second one is the multi-head
attention layer, which allows to use multiple attention layers for the same representation in parallel,
combining it all in the end. With each layer capturing diverse patterns and dependencies within the
representation.

Besides what was said previously, these architectures allow for the parallelization of many of its
computations and to process multiple input sequences at the same time, therefore improving the training
and inference speed. Finally, a LLM has a stack of transformers, meaning that the next transformer
receives the output from the previous transformer as input. This allows an LLM to extract sophisticated

patterns in the data continuously.

2.1.4 Decoding Stage

As mentioned earlier, the transformer architecture has an encoding and a decoding stage. The

decoding stage, can be observed in the following Figure:

LLM decoding phase

Figure 2.2: Decoding phase

As explained before, the output is generated auto regressively. The whole process begins by trans-
forming the previous output, otherwise the start of sequence token, into a different representation, for
example transforming words into tokens. Then this new representation is passed into the decoders,
which use the attention mechanisms explained previously and the information from the encoding stage,
to refine the new representation. Since a stack of decoders is used, the output of the previous decoder
is the input of the following one. Once the new representation has passed through all of the decoders it
is passed into a linear layer, that transforms this new representation into a vector of size of the vocab-
ulary. Afterwards, the softmax layer converts the previous vector into a probability distribution over the

vocabulary. Given this probability distribution, one can choose the next output.

2.2 Uncertainty

As mentioned before, in safety critical scenarios it is important to have an indication on the trustwor-
thiness and reliability of LLM’s answers. As such, measuring the uncertainty of these models outputs in

these scenarios is crucial.



2.2.1 What is Uncertainty?

Uncertainty has become a more frequent topic of deep learning research over the years, yet there is
still no clear consensus on what defines it well. One possible definition, is that uncertainty is a measure
of how well the LLM knows what it knows and what does not know.

Commonly, uncertainty is divided into two types, with the first type being aleatoric uncertainty and the
second type being epistemic uncertainty. On one hand, as per Hu et al. [18], the first type refers to the
uncertainty inherent in data due to its randomness or noise and is considered to be irreducible, meaning
that it cannot be eliminated even through model improvements or tuning. On the other hand, the second
type refers to model uncertainty, that is caused by a lack of understanding about the model itself, (i.e.
lack of understanding regarding its architecture and parameters). In contrast to the first type, this type is
considered reducible. Besides this, it may not be explicit which type of uncertainty is dominant in a given
NLP system, with these two types of uncertainty being able to interact in complex ways (hence making
their combination hard to decouple).

While this dichotomy for uncertainty is quite popular in the deep learning community, Baan et al. [19]
state that this dichotomy does in fact wrongly combine two aspects that are generally unrelated: the
source of uncertainty and its reducibility. For this reason they propose a taxonomy, present in Figure
2.3, that still encapsulates the notion of uncertainty caused from data and model but that does not have
a clear cut boundary between these two. Finally, this taxonomy uses a vertical axis which captures
reducibility, and gives suggestions on changes the agent can make in order to move a source along the

reducibility dimension.

IRREDUCIBLE
Truncated
Encoders  context (e.g.
trained from no document Modelling Long Strong Point Conditional
scratch or speaker only subword it imati L
without markup, Ne (or too Pooled the (or no independence with without
‘external isolated ~ Conditional ~ coarse) task speaker observed subword) Fortuitous deterministic  domain
data sentences)  modelling ef ata variables units data single model paramef ters  meta-data
Output Data Parameter [ Distribution
DATA @ ﬂ ﬂ Specification] Estimation | st AL

Contextualisation Domain Joint  Fine-grained task Model of semi- Subword- or Detailed and | Weak (or no) Model  Joint modelling
(e.g., additional Knowledge modelling description (e.g., the speaker st character- clear conditional  interaction
information, (e0. prompt g, i idelines for | i between data  Hierarchical
multimodal input) terminology Datapre- engineering, in-  speaker  diss annotators and medel with
lexicon,  processing context learning, i latent idelines for Mixture of  Laramed ters  Ppopulation
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Figure 2.3: Suggested Taxonomy

When it comes to LLM uncertainty, there also two additional types. Token level uncertainty and
sentence level uncertainty, described in Duan et al. [20]. Token level uncertainty is concerned with
the uncertainty of the model at the token generation phase, which means that we can obtain this value
as the LLM generates a response. Sentence level uncertainty is the uncertainty of the model when it
comes to the whole response generated, accordingly we can only obtain this measure once the LLM
has finished generating its response. Comparing these two, sentence level uncertainty tends to be more

complete in comparison to token level uncertainty, as it better captures the complex relations between



tokens in an answer. However, token level uncertainty comes with the benefit of being obtained as the
answer generates and not at the end, which can enable, for example, early stopping of the generated

answer.

LLM uncertainty can originate from many sources, basing ouservels on Figure 2.3 we can point out

to, for example, both input (prompt) ambiguity and complexity but also to model specification choices.

2.2.2 How to measure uncertainty?

When it comes to measuring uncertainty, we can look into the confidence of the model in its output

or on the likelihood that the output is correct, with these two being separate tasks.

On the one hand, according to Liu et al. [21], uncertainty estimation for LLMs can be broadly
defined as the task of predicting the quality of the generated response based on the input, with quality
being: confidence, truthfulness or uncertainty. Consider an LLM and an input prompt « = (1, ..., xx)
which leads to the following generated output y = (y1, ..., ). With this in mind we can define the task
of uncertainty estimation mathematically, which has the goal of learning the function g which is used to

predict the following score:

g(xvy) ~ E[T(yaytrueﬂxvy]' (22)

With r being a scoring function, r(-,-) : ¥ x Y — [0, 1], that evaluates the quality of the response y given
a true response y:-4e. The true response is usually chosen by factual truth, humans or domain experts
and is assumed to follow a distribution conditioned on prompt z. An example of a scoring function r is
the ROUGE-L metric (Lin [22]), which gives a score based on the overlap between an answer and a
reference answer (thus giving a score that reflects truthfulness). The use of ROUGE-L can be found in
the works: Duan et al. [20] and Vazhentsev et al. [23]. On the other hand, uncertainty calibration, is
the task concerned with learning a function g(z, y) that correctly conveys the probability of y, (the output
of the LLM), being true.

When it comes to measuring LLM uncertainty, the methods proposed can be generally divided into
two groups: white-box methods or black-box methods. White-box methods require the knowledge of the
LLM internal parameters in order to measure the uncertainty of an LLM, whilst black-box methods do
not require such information, depending only on the input prompt and the response generated by the
LLM. Furthermore, black-box methods may require multiple runs — in order to obtain multiple answers for
the same prompt or an external model. In contrast, white-box methods can be used on a single answer
generation and without additional models. An example of a white-box method is analyzing token entropy,
introduced by Malinin and Gales [24] — since it requires the softmax scores of the whole token vocabulary,
at each token decoding step. Whereas, two examples of black-box methods include: using conformal
prediction on a sentence level, as suggested by Ye et al. [25], or computing the semantic entropy of
multiple answers, introduced by Kuhn et al. [26] — both approaches only need multiple answers to the

same prompt for giving an uncertainty score.



2.3 Conformal Prediction

2.3.1 Procedure

Conformal prediction is a methodology used to create prediction sets/intervals for machine learning
models, originally created by Vovk et al.[8], that are guaranteed to have the true label with a probability
over the randomness of the data, defined by the user.

So as to obtain these prediction sets, the following procedure must be followed:
1. Identify a heuristic notion of uncertainty using a model (this can be for example softmax scores).

2. Obtain a set of n data points never seen during training. Accordingly, we can define a calibration
dataset: D.q; = {(z1,y1), .-, (zn, yn)} t0 be used. Each calibration data point consists of an input

and a corresponding true label.

3. Define a non-conformity score function s(z,y) € R, that outputs scores that reflect the agreement
between x and y, with larger scores showing less agreement between x and y. We then compute

the non-conformity score for each calibration data point in D.,;.

n+1)(1—a)]
n

4. Compute § as the [ quantile of the non-conformity scores in the calibration dataset.

5. Use g to form prediction sets for test data points: C(ztest) = {y : $(Ttests v) < G}

As mentioned before describing this procedure, we are guaranteed to have the true label with a
probability defined by the user within each prediction set. This is also known as coverage guarantee,
which is valid without distribution and model assumptions, given that all data points used as calibration
data and test data are exchangeable. For this reason, the probability of having the true label inside a

prediction set is expressed in the following inequality:

l1-a< P[ytest S Ooz(xtest)] <l—-a+ 77,7 (23)

Where « is a value defined by the user and n the number of data points in the calibration set.

The coverage guarantee, states that the coverage will be of at least 1 — « on average over the
randomness in the data. Subsequently, there can be cases of prediction sets that do not have the true
label with a probability of at least 1 — «, as long as on average we see this coverage for the prediction
sets. The distribution of coverage has an analytical form, firstly introduced by Vovk [27], which can be

seen in the following equation:
P(yrest € Clwrest)|(wis i)i—1) ~ Beta((n + 1)(1 - a), (n + 1)a). (2.4)

Using this distribution Angelopoulos and Bates [10] computed the number of calibration points needed
to achieve a coverage of (1 — a =+ ¢€), with a probability of 1 — §, with § a user specified value and ¢ a
small number. Again, the average coverage is always at least 1 — a and the parameter § controls the

tail probabilities of the coverage conditionally on the calibration data. Accordingly, the authors suggest
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a calibration set of size: n = 1000 for most scenarios, as it substantially reduces coverage fluctuations,

with larger calibration datasets offering little additional benefit.

2.3.2 Non-conformity scoring functions

As mentioned in Section 2.3.1, a CP procedure requires the use of a non-conformity scoring function.
There are many non-conformity functions one could use in conformal prediction, in this work we focus

on two popular and simple non-conformity scoring functions:

* Least Ambiguous set-valued Classifiers (LAC):

s(X, V) =1- f(X)y (2.5)

This non-conformity scoring function is represented in equation 4.1, where f(X)y represents the
softmax score of the predicted label Y for input X. It has been shown that this score leads to
prediction set sizes with the smallest average, as per Angelopoulos and Bates [10]. Nonetheless,
it may also lead to the creation of small prediction sets for hard instances and large ones for easy
instances (which must be the opposite as harder choices should lead to larger prediction sets and

vice-versa), according to Ye et al. [25].

» Adaptive Prediction Sets (APS):

s(X,Y) = > F(X)y. (2.6)

Y'eV:f( X))y 2f(X)y

APS, (shown in equation 4.2), is defined as the cumulative probability over classes (after sorting
descendingly) necessary to reach the correct class. It addresses the limitation of LAC but suffers

from, on average, larger prediction sets, as also mentioned by Ye et al. [25].

2.3.3 Going beyond exchangeable data

Data exchangeability can be an unrealistic assumption for many NLP applications, especially for
language generation methods, as a response is generated in an autoregressive manner. Accordingly,
extensions have been proposed for handling non-exchangeable data. One such extension was proposed
by Barber et al. [28], which provides prediction guarantees without the exchangeability assumption,

where:

Plytest € Ca(rest)] = 1—a =Y idry (k, k). (2.7)

=1
Where w; := qu%lw are weights (with w; € [0,1]), and drv (k, k*) is the total-variation distance
between the distributions of k and k*. Where k; = (x;,v;) and k is a sequence of n calibration samples

followed by a test sample, k = (k1, ..., kn, kny1). Finally k¢ denotes k after swapping k; with k,,1. A high
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weight w; should be assigned to a data point k; that is “trusted” more, in other words, that is believed to
come from (nearly) the same distribution as the test point &,, ;.

When applying, for instance, conformal prediction to the token generation phase of LLMs (by creating
a prediction set of possible next tokens), the procedure can run into data non-exchangeability of the
calibration dataset — compromising its theoretical guarantees. Hence, making unclear the predicted
coverage of the prediction sets. With, for example, the method proposed by Barber et al. [28], we
could compute the predicted coverage of the prediction sets for the next possible tokens, by following

the equation 2.7, something that seemed impossible at face value.

2.3.4 Evaluating Conformal Prediction

So as to evaluate a conformal prediction procedure, one must take into account its adaptivity and
correctness, as proposed by Angelopoulos and Bates [10]. Adaptivity refers to the ability of the CP pro-
cedure to make prediction sets that adapt to the difficulty of the input, and correctness reflects the pos-
sibility of the CP procedure to produce prediction sets which can empirically approximate the expected
theoretical coverage. Before describing the evaluation process we must introduce the terms: marginal
and conditional coverage. Marginal coverage, can be defined in equation 2.3, where the probability is
marginal (averaged) over the randomness in the calibration and test points. Alternatively, conditional
coverage can be expressed in equation 2.8, where for every input in z;..; We seek to return prediction
sets with 1 — a coverage.

Plytest € C(Ttest)|Trest] =1 — av. (2.8)

Both terms are central for the evaluation procedures explained next:

+ Adaptivity: On one hand, an adaptive conformal prediction procedure returns larger prediction
sets for harder inputs and smaller prediction sets for easier inputs. There are many ways to assess
the adaptiveness of a conformal prediction procedure (Angelopoulos and Bates [10] and Campos
et al. [9]). Next we give two formal metrics that are based on the conditional coverage of a CP
procedure: feature-stratified coverage metric (Angelopoulos and Bates [10]) and size-stratified

coverage metric (Angelopoulos et al. [29]).

» Correctness: On the other hand, correctness tells if conformal prediction has been correctly
implemented, by measuring its marginal coverage. This can be done by running the procedure
over R trials with new calibration and validation sets (by randomly splitting the data), and then
calculating the empirical coverage for each. Subsequently, the empirical coverage is averaged over
the number of trials R, with values close to 1-« indicating a correct implementation of conformal
prediction. Additionally, a correct implementation of conformal prediction also reflects the validity
of the data exchangeability assumption, with bigger deviations between the average empirical

coverage and 1 — a showing misalignment of distributions in the data.
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Chapter 3

Related Work

In this chapter, we present a review of the current literature on uncertainty quantification (UQ) meth-
ods for natural language generation (NLG). We begin by presenting the way to evaluate such methods,
followed by an overview of commonly used baselines and state-of-the-art UQ methods, and ending with

the review of an application of CP in NLG.

3.1 Evaluation of uncertainty quantification for LLM generations

One of the challenges of defining uncertainty methods for LLM generations is their evaluation. A
typical approach is to focus on tasks with a target reference so that the output of the LLM can be clas-
sified as correct or wrong. Subsequently, one or more metrics are used to reflect the relation between
uncertainty measurements and output correctness. In the following subsections the common evaluation
pipeline is described in-depth, based on: Kuhn et al. [26], Aichberger et al. [30], Bakman et al. [31] and
Duan et al. [20].

3.1.1  What are the underlying objectives?

Uncertainty quantification methods for LLMs have the purpose of reflecting a model’s confidence
in the generated outputs, as mentioned by Fadeeva et al. [32]. However, creating such methods and

evaluating them is hard to do in practice, due to:

+ LLMs being different in many aspects, including architecture and training.

» No clear definition of what uncertainty is, leading many works to interpret uncertainty in alternative

ways.

+ Diversity among NLP tasks, consequently making the creation of a general UQ evaluation proce-

dure challenging — since, for example, not all tasks have a reference/correct generation.

These challenges have made the current research landscape fragmented, with no standard pro-

cesses for both scenarios (as mentioned by Shorinwa et al. [33]). As a result, next we present the
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typical approaches in contemporary literature.

3.1.2 How to evaluate an uncertainty quantification method?

Even though there may not be an established evaluation procedure, we identified some common

approaches that appear in the existing literature.

What task to choose?

The first step in building an UQ evaluation pipeline is to clearly define a task for the LLM. It is the task
that provides the basis for the LLM to generate outputs, from which we can obtain model confidence
scores — using UQ methods.

A common choice is the closed-book open-generation question and answering (QA) task, as exem-
plified by Duan et al. [20], Aichberger et al. [34] and Yaldiz et al. [35]. In this task, an LLM is given a
question for which it generates an answer, without any additional information besides the question itself.
For instance, for the question: “What is the capital of Kazakhstan?”, the model outputs an answer for
it: “The capital of Kazakhstan is Astana.”. Each question has a designated golden/reference answer —
correct response to the question, which in this case could be: "Astana.”. The domains of the questions
can differ from dataset to dataset, with some focusing, for example, on the medical domain and others
on the sports domain. Furthermore, the length of the reference answers may vary (reflecting different
complexity levels from the datasets), and the origin of the questions can also differ (ranging from random
user queries to tailored questions made by experts). Correspondingly, commonly used datasets for this
task include: TriviaQA [36], NaturalQA [37], CoQA [38] and MedQA [39], as used in the works from:
Duan et al. [20], Yaldiz et al. [35] and Bakman et al. [31].

However, it is possible to use other tasks such as: machine translation (Fadeeva et al. [32]), sum-
marization (Vazhentsev et al. [23] and Manakul et al. [40]) or hallucination detection (Fadeeva et al. [41]
and Yadkori et al. [42]).

How to define the correctness of an answer?

Considering the optimal behavior of an UQ method, it is necessary to define the criteria for the
classification of LLM responses as either correct or wrong. The criteria for such classification varies

between different approaches. Some of the common metrics used for QA classification are:

1. Similarity with reference answer: In this scenario, we can use two metrics: ROUGE-L (Lin
[22]) and BERTScore (Zhang et al. [43]), each receiving a generated answer and a reference
answer. Subsequently, each computes a score between 0 and 1, that reflects how similar the
two sentences are. Usually, scores greater than or equal to 0.5 are considered to reflect relevant
similarity. Therefore, for scores greater than or equal to 0.5 generated answers are classified as
correct (and incorrect otherwise). This criteria is present in the following research work: Duan et
al. [20], Vazhentsev et al. [23], Fadeeva et al. [32] and Aichberger et al. [30]. Even though these
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metrics are simple to use and implement, they are not very precise as it is possible to obtain high

similarity scores (> 0.5) for answers that contradict each other.

2. LLM as a judge: In the research work from: Bakman et al. [31], Yaldiz et al. [35] and Vashurin
et al. [44], an LLM is employed to work as an evaluator. This method provides the LLM with:
the generated answer, the context/question and a reference answer. Then the LLM classifies the
generated answer as either correct or wrong. Compared to the previous approach, using an LLM
can lead to more precise classifications, however it comes with implementation issues — such as

prompt design, and an increase in classification time.

How to assess the performance of an UQ method?

In this scenario, the generated answers can be classified as either correct or incorrect. Accordingly,
the performance of an UQ method can be assessed by examining how its scores relate with the correct-
ness of the LLM’s answers. Ideally, a well performing UQ method would assign high uncertainty scores
to incorrect answers and low uncertainty scores for correct answers. This line of thought is present in:
Duan et al. [20], Bakman et al. [31] and Yaldiz et al. [35]. Next, we focus on two possible ways to study
the relation between uncertainty measurements and response correctness. Other alternatives include:
Prediction rejection ratio (Malinin et al. [45]) — suited for model selective prediction/abstention settings,
and Precision Recall Area Under the Curve (Davis and Goadrich [46]) — which reflects the ability of
correctly identifying the positive class.

One way to study the correlation between uncertainty measurements and response correctness,
would be to compute the Pearson Correlation, as used in the work of: Xiao and Wang [47] and Zhang
et al. [48]. Since the correctness of an answer must be given as a continuous value, one could compute
the similarity of an answer with the golden answer — when the answer correctness is given as a binary
value. A strong negative correlation would indicate that higher uncertainty scores are consistently as-
sociated with incorrect answers (i.e., answers that differ from the reference). This would demonstrate a
good performance of the used UQ method. Even though it is easily interpretable and ready to imple-
ment, it comes with a few downsides. It requires all variables to be continuous, it is sensitive to outliers,
and can give misleading correlations.

Another possibility would be to use the Area Under the Receiver Operator Curve (AUROC) metric
(Hanley et al. [49]), as done for example by: Duan et al. [20], Bakman et al. [31] and Aichberger et al.
[34]. This metrics outputs range from 0 to 1, with values closer to 1 indicating better performance. In this
case, a high AUROC score would mean that correct responses were consistently assigned lower uncer-
tainty measurements than incorrect ones. Additionally, a score of 0.5 would suggest that the uncertainty
measurements are no better than random guessing when it comes to classifying the correctness of re-
sponses. In comparison to the previous metric, this one does not require all variables to be continuous,
however a low positive class count can have an impact on the score given by it.

In summary, UQ methods can be evaluated by assessing how their uncertainty measurements re-

late to answer correctness, with two common approaches being the use of Pearson correlation and
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AUROC. Each apporach has its strengths and limitations: Pearson correlation is easily interpretable,

while AUROC offers an easier implementation.

3.2 Uncertainty Quantification methods

In this section, we present some common baselines and relevant state-of-the-art UQ methods for

natural language generation.

3.2.1 Common baselines

Here we introduce some commonly used uncertainty quantification baselines, used for example by:

Yaldiz et al. [35], Duan et al. [20] and Vashurin et al. [50]. The baselines are the following:

« Maximum sequence probability (MSP), (Fadeeva et al. [32]), defined as:

N
MSP(r,z) =1 — Hp(z,;|r<,;, x), (3.1)

=1
with r being the response generated, x the prompt, z; the i-th token, r.,; the response up to the
i-th token and N the total number of tokens in response r. The equation 3.1 represents: 1 minus
the probability of generating the response r given the prompt z, p(r|z). One of the key issues of
this uncertainty quantification baseline is that the value of p(r|z) tends to decrease as the length

of the answer increases.

« Maximum token entropy (MTE), (Fomicheva et al. [51]), being:

= S plelr s o) log(p(elrai, ), 3.2)
zeT
MTE(r, z) = max H;, (3.3)

where H; is the token entropy at the i-th token of response . The entropy is computed over all the
tokens z belonging to the token vocabulary 7. This baseline returns the maximum of the entropy
computed for all the tokens in the answer, thus outputting the score related to the moment were
the model was the most uncertain about choosing a token — since this moment is the one where
the token probabilities in the token vocabulary are the most uniform. A problem with this baseline

is that it depends on the token vocabulary size (making it less robust across different models).

» Length normalized predictive entropy (LN-PE), (Malinin and Gales [24]), which can be defined

as:

LN-PE(r, z) ——Zlog (zilr<i,x)). (3.4)

This uncertainty baseline corresponds to the negative log of length-normalized scoring (proposed
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by Malinin and Gales [52]):
N

[TrpGilri,z)~, (3.5)

i=1
which assigns equal weights to each token in the generation where these weights are inversely
proportional to the sequence length N. Even though it is not length dependent like the MSP base-

line, it does not correspond to the negative log of p(r|x).

3.2.2 White box uncertainty quantification methods for LLMs

We now present two state-of-the-art methods that are relevant for the presented work, namely be-

cause thay are also white-box and token-level approaches.

Shifting Attention to Relevance: Towards the Predictive Uncertainty Quantification of Free-Form

Large Language Models

In the paper by Duan et al. [20], the authors introduced three new uncertainty quantification methods,
of which we will focus on the approach that samples once: TokenSAR. This method is based on the
idea that tokens are not all equally relevant when conveying the semantic meaning of an answer, and
as such, not all tokens are equally relevant, then they should not be treated as equal in uncertainty
measurements.

Suitably, the authors devised a way to assign different importance weights to tokens that reflect their

semantic relevance in the answer. The authors propose the following procedure:

1. Define a function g(-, -) that computes the semantic similarity between two sentences, and returns
a value between 0 and 1. Values closer to 1 indicate a greater semantic similarity between the two

sentences.

2. For a certain token z; belonging to the answer string, compute the semantic similarity between the

whole answer and the answer minus this token, so as to obtain the following score:
Ry (ziyryx) =1—|glzUr,zUr\ {z}, (3.6)

where z is a prompt and r is the answer. Larger values of Ry indicate that removing a certain
token leads to a bigger change in the semantic meaning of the answer, hence also indicating that

the token at hand is semantically relevant for the answer.

3. After repeating the previous step for all the tokens, the weights assigned to each token are com-

puted by normalizing each Rt score:

5 R is !
RT(Z%T?m) = #7
Zi RT(Ziaram)

with NV being the total number of tokens in 7.
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Considering the varying token weights, an uncertainty measurement, for a given response r and prompt
x, can be obtained using the TokenSAR method as follows:
N ~
TokenSAR(r, ) = Y _ —log P(zi|r<i, z) Ry (2,7, ), (3.8)
Where r.; is the generated response up until the i-th token. TokenSAR corresponds to the length
normalized predictive entropy (LN-PE) UQ baseline (refer to Section 3.2.1), where the weights are the
normalized semantic importance weights R .
In conclusion, TokenSAR is an uncertainty quantification method that accounts for the varying se-
mantic importance of tokens in an answer, providing more informative and meaningful uncertainty mea-

surements.

MARS: Meaning-Aware Response Scoring for Uncertainty Estimation in Generative LLMs

The authors of the MARS paper, Bakman et al. [31], introduce a way to give tokens in an answer
semantic weights that reflect their semantic importance given the answer and the context at hand (ques-
tion). Even though this idea is analogous to what was proposed in the paper by Duan et al. [20],
Bakman et al. [31] fix the main limitation of TokenSAR — for longer answers the importance weights
become approximately equal for all tokens, and obtains these semantic weights in a different way.

The semantic weights given by the MARS procedure are the result of a convex combination of two
parts: one related to the sequence length (%) and the other related to measuring the semantic impor-
tance of tokens (u):

1 z,i
Wl N i) = 1y u(r,;,z)’

(3.9)

where r is the answer, x the question, N the total sequence length, and i the position of a token
within an answer. The importance function u(r, z,¢) is a BERT like model, Devlin et al. [53], that the

authors trained, which has two functions:

1. The first one is to divide an answer into phrases instead of tokens. The authors defend this pro-
cedure by stating that tokens are not totally independent of each other, e.g. the tokens: "William”
and "Shakespeare” are not independent of each other as they relate to the same entity. As such

the authors’ model combines these two tokens into the phrase: "William Shakespeare”.

2. The second function is to make the sematic comparison, between the original answer and the
answer minus a certain phrase, given the context at hand. These comparison result in scores that
are between 0 and 1, with significant semantic changes receiving scores closer to 0. Accordingly

the authors store the values: 1-score.

To obtain the final weights, softmax is applied to the set of importance values obtained for all phrases.
These final weights are then equally distributed between the tokens of each phrase.

Given the final weights from MARS, it is possible to combine them with UQ methods and obtain
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uncertainty measurements, e.g using length-normalized scoring (Malinin and Gales [52]):

N
MARS = [ [ P(zir<i, )= N0, (3.10)
=1
where z; is the i-th token and r.; the response r until the i-th token.
In summary, MARS is an uncertainty quantification method that assigns semantic weights to phrases
and tokens based on their contextual importance, all the while addressing limitations of TokenSAR for

longer answers.

3.3 Applying conformal prediction to LLM generations

Next we present a case of applying a non-exchangeable conformal prediction procedure to the gen-

eration of responses by an LLM.

3.3.1 Non-Exchangeable Conformal Prediction

Ulmer et al. [54] proposed a method called non-exchangeable conformal nucleus sampling that is
based on conformal prediction (where the calibration and test data are non-exchangeable). When an
LLM generates a response, this method creates a prediction set of possible tokens to be chosen (for

each token decoding step). In order to do so, this method works as follows:
1. An LLM begins generating a response for a prompt.
2. At a token decoding step, a latent representation from the decoder is obtained.

3. This latent representation is used to query a datastore for similar previously stored representations

using a k-nearest neighbors (kNN) algorithm.

4. Gather the non-conformity scores from the similar latent representations — which were obtained

using the adaptive prediction sets non-conformity function, explained in Section 2.3.2.

5. Using the theory for non-exchangeable conformal prediction presented by Barber et al. [28], a ¢
is computed so that the coverage seen in the prediction sets is closed to what is expected (using

equation 2.7).

The authors later show in their experiments that the loss of coverage (relative to what is expected)
is limited and that their method performed similarly or better than other sampling methods in terms of
generation quality (in the considered tasks). This showcases a successful use of conformal prediction in
the case of natural language generation. Unfortunately, we cannot directly use this work, as this method
faces the limitation of being computationally inefficient during generation time — which goes against our

goal of developing an UQ method that can be efficiently integrated into LLMs.

19



20



Chapter 4

Methodology

In this chapter we introduce our proposed white-box UQ method for language generation called
TokenCP and provide a detailed explanation of its theoretical foundations and inner-workings. Addition-
ally, we also go through the evaluation pipeline for our method, which is aligned with currently practiced

methodologies.

4.1 TokenCP

Having in mind the objectives mentioned in Section 1.2, we now provide a detailed description of

how our proposed white-box UQ method works and the hypothesis that ground it.

4.1.1 Motivation

For a given input, a standard CP procedure creates a prediction set, with its size ideally reflecting
the model’s uncertainty about the produced output. Larger prediction set sizes express higher model
uncertainty (since there are more possible candidates to choose) whereas smaller prediction set sizes
convey smaller model uncertainty, as mentioned by Angelopoulos and Bates [10].

When an LLM generates an answer, there are multiple token decoding stages. If we apply a CP
procedure for each stage we obtain multiple token prediction sets in the end, with each size representing
a proxy token-level uncertainty estimate. It is possible to combine these sizes to obtain an uncertainty
estimate of the whole generation, which is more informative than the independent unitary measurements
—as we are able to take into account the token’s semantic relationships and context relevance. In Section

4.1.4, we provide a detailed explanation of how we compute the sentence level uncertainty estimate.

4.1.2 Algorithm

To meet the presented desiderata, the algorithm of our proposed UQ method (presented in Figure
4.1), has two main components: the conformal prediction procedure (explained in Section 4.1.3)

which produces a prediction set for each token decoding stage and the prediction set size analysis
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(explained in Section 4.1.4) which returns proxy token-level uncertainty measurements (for each token
decoding step).

These two components must work in unison, as the CP procedure component directly creates the
basis for the proxy token-level uncertainty scores given by the prediction set size analysis component.
Ideally, the CP procedure should be adaptive (see Section 2.3.4), while the prediction set size anal-
ysis should return informative proxy scores (that when combined can correlate with the correctness of

the generated answer). Next we detail the inner workings of these two crucial components.

LLM decoding phase
I Prediction Prediction

I
I

| } ! ! !
: I set1 Set2
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I tokens given using conformal set size !
: by the LLM prediction :

Figure 4.1: Suggested UQ method

4.1.3 Conformal prediction component

As mentioned before, our algorithm incorporates a CP procedure (with its theoretical foundations

explained in Section 2.3). The CP procedure used in TokenCP (shown in Figure 4.2), has two steps:

1. Calibration step. This step is done before the generation time begins — due to the calibration
dataset we have chosen to use (more details in Section 4.1.3). Firstly, the calibration data points
are gathered. Then, their respective non-conformity scores are computed and the quantile ¢ is

obtained, which we will later use to create prediction sets for tokens.

2. Prediction step. At each token decoding step we obtain a set composed of all the tokens in
the token vocabulary and their respective softmax scores. Using the selected non-conformity
function we can obtain the non-conformity scores of every token, and with § we can create a token

prediction set.

In this work, we use the top-k sampling method (refer to Section 2.1.2) in LLMs to generate answers,
which makes any token outside the top-k have a softmax score of 0. As such, each prediction set as a
maximum size equal to the value of fop-k (any token outside the fop-k would have the maximum possible

non-conformity score).
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Figure 4.2: Detailed conformal prediction procedure

The adaptiveness of a conformal prediction procedure is paramount for our task since our UQ method

gives proxy token-level uncertainty measurements based on the size of the prediction sets, as mentioned

throughout the previous section. This adaptiveness lies on the choices for the different constituents of the

overall procedure, of which we highlight: non-conformity scoring function and calibration dataset.

Non-conformity scoring functions

For the non-conformity scoring functions we have considered two options (with their theoretical foun-

dations explained in Section 2.3.2), of which we give their formulas in regard to our proposed algorithm:

* Least Ambiguous set-valued Classifiers (LAC):
s(xyreiyze) =1 — f(z). (4.1)

For each decoding step i of the generation of a response r, we obtain a set T; of all tokens from
the token vocabulary. In order to compute the non-conformity scores for all these tokens, we must
follow equation 4.1. In this equation, x is the prompt, r.,; the response generated until the i-th

decoding step, z; the t-th token of set T; and f(z;) its corresponding softmax score.

» Adaptive Prediction Sets (APS):

s(x, 1<, 29) = Z f(ze). (4.2)

2 €Ti:f(20) 2 f (24)
As mentioned before in Section 2.1.4, for every decoding step i a token is selected from T; —
denoted as z, (the golden token), for the generated response r. For computing the non-conformity
score for the selected token, using APS, we must first sort descendingly all the tokens in the set

T; based on their softmax scores (the top-k tokens will be on the first k spots of the sorting). Then
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we sum the softmax scores, f(z), of all the tokens whose softmax score is greater than or equal
to that of the selected token f(z,), during generation.

Calibration dataset

In this work, we considered only the bag-of-tokens calibration dataset, with other options discussed

in Chapter 7.

As mentioned in Section 2.3.1, a calibration dataset for a CP procedure contains pairs of inputs and
corresponding true labels. In this work, we assume that the tokens appearing in correct LLM generations
(see Section 4.2.2 for a discussion of correctness) serve as the true, or ground-truth, labels for the input
— which is the prompt and generated answer so far. Accordingly, the bag-of-tokens calibration dataset
is composed of the input and the softmax score of the selected token. With each data point extracted
from a batch of correct LLM generations. As such, the construction of this calibration dataset (illustrated
in Figure 4.3) begins by generating an answer, evaluating its correctness, and if the answer is deemed
correct, storing the softmax scores of all tokens that comprise the answer. We also keep the softmax
scores of the remaining top-k tokens for when using the APS non-conformity function, but this is omitted

in Figure 4.3.

In this work we use the same calibration dataset for all prediction steps, thereby allowing the cal-
ibration step to be performed once and before the generation phase begins (which greatly enhances
the efficiency of our algorithm). Lastly, since tokens are generated in an auto regressive manner, the
bag-of-tokens calibration dataset is non-exchangeable (refer to Section 4.1.5), thus making the CP

procedure in our algorithm loose its theoretical guarantees.

Generated Answer

Evaluation True |
.
Process |

—>| 0.52

+

Calibration
dataset

Figure 4.3: Calibration dataset creation process

4.1.4 Prediction set size analysis component

The process of both obtaining a proxy token-level uncertainty measure from a list of token-level

prediction, and a global sentence-level uncertainty measure are detailed next.
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Prediction set size transformation

We want to transform the sequence of prediction set sizes into values between 0 and 1, hence mim-
icking a confidence/uncertainty score such as the softmax scores of the selected tokens. As mentioned
previously, a prediction set size ideally reflects the model’s uncertainty. For this reason, we divide it by
the maximum possible prediction set size (equal to the top-k value), yielding a value between 0 and 1
that represents the model’s uncertainty in selecting the next token. By convention, values closer to 0
indicate higher uncertainty.

Now, let’s consider the case where the prediction set size is 12 and the maximum prediction set size
is 15, then we would have: }—g = 0.8. Diving these terms gives us a score close to 1, however since the
prediction set size is close to the maximum prediction set size the model should be highly uncertainty
(since there are many possible candidates tokens to choose), as such this score should be closer to 0
rather than to 1. Accordingly, we should instead do: 1 — }—g = 0.2, which is a score more aligned with the
presented ideas.

Additionally, there are two edge cases that must be taken into consideration: (1) when the prediction

set size is equal to the top-k value and (2) when the prediction set size is equal to 0. For example,

15
157

in the first case, considering k£ = 15, we have: 1 — which yields a score of zero. So far it would
create no problem, however if we take into consideration the follow up process — of using this score in an
uncertainty quantification method, it would make the computation of uncertainty measurements requiring
the logarithm impossible. In the second case, considering for example: 1 — %, yields a score of one,
which reflects the lowest possible model uncertainty. This is inconsistent with CP theory considering
that in this scenario a prediction set size of zero means that no token was eligible for selection. As such
the score given should alternatively be zero (hence reflecting the highest possible model uncertainty),
therefore leading to the same problem as before. Accordingly, for both cases, we transform the prediction
set sizes into a small value close to zero.

Hence, we propose the following function (named after the overall UQ method TokenCP), that trans-
forms the prediction set sizes into scores between 0 and 1, considering the previous comments. These

scores can be obtained through the branches of function 4.3.

1— < , for ¢; # emax A e # 0.
TokenCP(c;, maz) = Cmaz (4.3)

€ , otherwise,

where ¢; denotes the prediction set size of i-th token, ¢,,,... the maximum prediction set size that can
be obtained (in our case it is equal to the top-k value) and ¢ a small value close to 0. In this work we set

eto 10719,

Obtaining uncertainty measurements - TokenCP versions

As mentioned before, after having obtained a sequence of scores from TokenCP we can pass them
to other UQ methods, wich will transform the scores into a single sentence level uncertainty measure-

ment (as shown in Figure 4.4). It is this combination that we call a TokenCP version. Some possible
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combinations are explained next:

» TokenCP + Maximum sequence probability (MSP), defined as:
N
MSP(r,z) =1 — Hg,-, (4.4)
=1
with r being the response generated, x the prompt, N the total number of tokens in response r and
g; the i-th score from TokenCP.
» TokenCP + Length normalized predictive entropy (LN-PE), outlined as:

N

LN-PE(r, z) = % > —log(g:)- (4.5)
» TokenCP + TokenSAR, defined as:
N ~
TokenSAR(r, z) = Y _ —log(g:) Rr(zi, 7, ), (4.6)

with Ry (z;, r, ) being the normalized semantic importance weights (more details in Section 3.2.2).

Every combination presented before will give one uncertainty measurement score per generated

answer.
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Figure 4.4: Combination of TokenCP with another UQ token-level method

4.1.5 Differences between the CP procedure in TokenCP and the standard ap-
proach

As mentioned throughout this document TokenCP makes use of a conformal prediction procedure,

however, not in the traditional way:
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« Firstly, CP is typically used in a classification setting where a true label exists. In our work, we
make the mapping of sentence correctness into token correctness — i.e. all tokens in a correct
answer are also considered correct (as stated in Section 4.1.3). However, token-level true labels
do not exist — as the use of different tokens could still lead to correct generations. Consequently,

there is no direct notion of coverage in our case.

» Secondly, the formal guarantees of CP require that the calibration and test data are exchangeable,
which means that the joint probability of the random variables generating the data is invariant under
permutations thereof (as explained by Campos et al. [9]). In accordance to this definition, the data
in our case is non-exchangeable since tokens are generated in an autoregressive manner. This
is a common scenario in NLP given the interdependent nature of natural language. However as

shown in Section 3.3.1, the use of CP in non-exchangeable settings can still be successful.

4.2 Evaluating our approach

In this section we go over the details of the evaluation pipeline for a TokenCP version (TokenCP plus
another UQ method). As we can see in Figure 4.5, our evaluation process follows what is typically used
in the literature (see Section 3.1.2). Accordingly, we begin by choosing a task and generating answers.
Subsequently, the answer correctness is assessed and an uncertainty measurement for the generated
answer is obtained (using a TokenCP version). In the end, using multiple uncertainty measurements and
answer correctness values, we can use a metric to study their correlation. However, we have added one
small change to the assessment process of an answer — by using both sentence similarity metrics and

an LLM judge. This change is further explained in Section 4.2.2.

1
| closed-book open-generation |

| question and answering (QA)
e e e e e e e e e = =

|

Uncertainty
HM TokenCP measurement
version
Answer .
I____________‘__ Storage —> AUROC
I “Van Gogh was a Dutch painter.” __
Evaluation Truth Value
Process

Figure 4.5: Evaluation pipeline

4.2.1 Similarities with common evaluation pipeline

As mentioned in Section 3.1, the main idea behind the evaluation of UQ methods is to study how the
uncertainty measurements from UQ methods correlate with the correctness of LLM responses. So as

to possibly classify an LLM answer as either correct or wrong we must choose a task that allows to do
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so. For this work, we have chosen the closed-book open-generation question and answering (QA) task
(explained in Section 3.1.2), since it is a simple task and widely used.

Additionally, the correlation between uncertainty measurements and answer correctness can be stud-
ied in many different ways (refer to Section 3.1.2). In this thesis we have decided to use the AUROC
score as done in the work of: Duan et al. [20], Bakman et al. [31] and Aichberger et al. [34]. We made
this decision because AUROC not only is an easily interpretable metric and typically used in the evalua-
tion of UQ methods, but also that in our case would not require the transformation of binary values (e.g.

answer correctness) into continuous values.

4.2.2 Changes to the typical evaluation pipeline

The last piece of the evaluation pipeline (see Figure 4.5) to be discussed is the assessment process
(where an answer is classified as either correct or wrong). Our evaluation process is rooted on common
practices in the literature. However we have made one change to this process, with the goal of increasing
its robustness. This is crucial since answer misclassifications would contaminate the AUROC score.

Our evaluation process combines the two tests mentioned in Section 3.1.2. Passing the first test
(semantic similarity using a BERT-like model) would not suffice as two answers contradicting each other,
can still be considered semantically similar. Accordingly, we introduced a second test — using an LLM
evaluator, that assesses if the generated answer supports the reference answer (as one plausible valid

answer). We elaborate on each test below.

1. Semantic similarity: In this test, a generated candidate answer, for example: "The capital of
Kazakhstan is Astana.”, and a corresponding reference answer: "Astana.”’, are transformed into
embeddings using a BERT [55] like model, called MPNET [56] (which produces granular sentence
embeddings given its small size of 100M parameters). These two vectors are then compared
using cosine similarity, for which we obtain a score between 0 and 1. If this score is bigger than
0.49 (indicating relevant similarity between these two sentences), we consider that the candidate
answer passed this test. We relaxed the similarity score threshold from the usual 0.50 to 0.49 to
facilitate the creation of the bag-of-tokens calibration dataset. This adjustment does not affect the

validity of the evaluation, as an additional test (LLM judge) was introduced.

2. LLM Judge: For this last test, a Falcon3-7B-Instruct LLM [57] acting as a judge determines
whether the candidate answer supports the reference answer. If it does, then the candidate answer

passes this final test and is considered correct.

4.2.3 Model and dataset diversity

Finally, we wanted to assess the robustness of our proposed method across different datasets and
models, where ideally it would maintain a similar AUROC score when varying these. As such, this led us
to test our method on different LLMs and datasets, as detailed in Chapter 5. The LLMs we experimented
with were the following: Qwen2.5-7B [58], Llama-3.1-8B [59] and Gemma-2-9B [60], having a total
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number of parameters raging from 7 billion to 9 billion (therefore being small LLMs). When it comes to
the datasets, we used the TriviaQA [36] and NaturalQA [37] datasets, as usually done in the literature
(see Section 3.1.2).
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Chapter 5

Implementation

In this chapter we discuss all the domains related to the implementation of a TokenCP version, from
software to hardware. Besides this, we explain the structure of the overall code and the reasoning behind

the models and datasets that were used.

5.1 Infrastructure

In this section we detail all the software and hardware used to implement our uncertainty quantifica-

tion pipeline and to carry out the different experiments employed to evaluate our proposed approach.

5.1.1 Models

Choosing the most adequate models was essential for us, as we needed models that had a good
compromise between: speed of inference (the time required to generate a response) and its perfor-
mance (in our case being the ratio between correct answers and the total number of answers). The first
factor had an affect on how fast we could debug and test our implementation, whereas the second had
an affect on how much we could grow the calibration dataset in size. Considering that some datasets
had small development (dev) and test sets, poorly performant models could not get the number of correct

answers we wanted (so that the calibration dataset had a specific size).

Suitably, we constrained our LLM options to those that we could fit inside our GPUs and that were
sufficiently competent (so that we could obtain the intended size for the calibration dataset). Hence, we
choose small LLMs which had between 7 and 10 billion parameters (we avoided models with less than
7 billion parameters as these often answered question incorrectly). As mentioned in Section 4.2.3, we
selected the following models: Qwen2.5-7B [58], Llama-3.1-8B [59] and Gemma-2-9B [60], with a brief

description about these present in Table 5.1.
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Table 5.1: LLMs description. DPO stands for Direct Preference Optimization (Rafailov et al. [61]) and
RLHF stands for Reinforcement Learning From Human Feedback (Ouyang et al. [62]).

Model Tokenizer Token Vocabulary Size  Amount of Pretraining Human Alignment
Qwen2.5-7B  Byte-Pair Encoding = 152,000 tokens ~ 18 trillion tokens DPO
Llama-3.1-8B  SentencePiece ~ 128,000 tokens ~ 15 trillion tokens RLHF
Gemma-2-9B  Byte-Pair Encoding = 256, 000 tokens ~ 8 trillion tokens RLHF

5.1.2 Datasets

As mentioned in Section 4.2.3, we chose the TriviaQA (Joshi et al. [36]) and NaturalQA (Kwiatkowski
et al. [37]) as the datasets to be used in this research work. These two datasets are commonly chosen
in works related to uncertainty quantification, as seen in: Bakman et al. [31], Duan et al. [20], Nikitin
et al. [63], Aichberger et al. [30] and Yaldiz et al. [35]. This preference is due to both their considerable
number of test examples (>1000) and development examples (>4000), and their simplicity. In this work,
we used the test examples to quantify AUROC scores of UQ methods, whilst the development examples
were used to create the calibration dataset used in TokenCP.

In table 5.2, we give examples of both questions and corresponding valid answers, for both datasets.
Using these two datasets, we can make an LLM generate answers to questions (e.g. to those in Table

5.2), by incorporating these in the prompt presented in Section A.1.

Table 5.2: Examples of datasets’ datapoints

Dataset Question Valid Answers

TriviaQA What was the name of painter van Gogh’s brother to whom he wrote many letters?  [Theo, theo]

NaturalQA  Who did Deion Sanders go in the hall of fame as? [Cornerback]

Comparing the two datasets, we can see that NaturalQA appears to be more complex (meaning that it
is harder for an LLM to answer questions from this dataset correctly). This is observed in Table 5.3, which
presents the correctness (number of correct answers divided by the total number of answers) of each
model for each dataset — evaluated using the procedure described in Section 4.2.2. Across all models,
correctness is consistently lower on NaturalQA than on TriviaQA, indicating the greater complexity of the

former.

Table 5.3: Percentage of correct answers by each model for a batch of 200 questions (test set).

Dataset Model Correctness
Qwen2.5-7B 39 %

TriviaQA Llama3.1-8B 46 %
Gemma-2-9B 35 %
Qwen2.5-7B 20 %

NaturalQA Llama3.1-8B 18 %
Gemma-2-9B 14 %

32



This difference can be caused by the fact that the questions in NaturalQA come from real anonymized,
aggregated queries issued to the Google search engine (leading to significant syntactic and lexical vari-
ability between questions), whereas TriviaQA’s questions come from trivia enthusiasts (hence being
more structured questions). For these reasons, the TriviaQA’s questions tend to be bigger in compari-
son to NaturalQA’s. In addition, NaturalQA'’s valid answers are derived from Wikipedia pages, whereas
TriviaQA’s valid answers were written by the previous trivia enthusiasts. As a result, TriviaQA valid an-
swers tend to be shorter and more concise than those in NaturalQA. Table 5.4, which reports the average
question and answer lengths for the test sets of both datasets, shows that TriviaQA generally contains

longer questions than NaturalQA, while its reference answers are shorter.

Table 5.4: Dataset statistics (test set)

Dataset Average Question Length (strings)  Average Answer Length (strings)
TriviaQA 79 15
NaturalQA 49 27

5.1.3 Software

The main programming language used was the Python programming language, as it offered various
useful libraries (like: Pytorch and Pandas). Additionally, it also eased the use of different LLM’s and the
management of data from the two QA datasets that were used.

When it comes to the LLM’s employed, we used open-source models, which were available in Hug-
ging Face. We prioritized using open-source models as our proposed UQ method is a white-box method,

therefore requiring the softmax scores of the generated tokens.

5.1.4 Server

For the implementation of this master thesis we used an Instituto de Telecomunicacgées (IT) server,
that had three RTX 2080 Ti - 12GB GPUs and twelve AMD Ryzen 2920X @ 3.50GHz CPUs, with a RAM
of 128GB. Without this hardware, we would not have been able to load these models (due to memory

constraints) and to get generate answers quickly.

5.2 Code Workflow

The code workflow for the combination of TokenCP with another UQ method can be divided into three

steps:
« Firstly, sets of evaluated question/answer pairs are created.

» Secondly, we create a calibration dataset and apply conformal prediction to a test set of ques-

tion/responses pairs, thus obtaining prediction set sizes for all the tokens in the answers (from the
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test set).

« Lastly, we transform prediction set sizes into a set of scores, thus completing the TokenCP algor-
tihm. These scores are later transformed into a global uncertainty measurement using the choosen
UQ method (more details in Section 4.1.4).

Because the code is divided into distinct components, each part of a TokenCP version can be modi-
fied independently. As such, this code structure allows for faster testing/debugging of new ideas and fea-
tures. Lastly, the code for this work will be made public in the following link: https:/github.com/Dolfas/TokenCP.

5.2.1 Step 1: Data preparation

It all begins with the construction of a dataset of 200 correct answers (their respective questions
are also stored), which were evaluated using the procedure explained in section 4.2.2. This dataset
will serve as the building block of the calibration dataset for the CP procedure in step 2, as at this
step the tokens in each answer do not have non-conformity scores yet (we will call this dataset as pre-
calibration dataset). Additionally, a test set of 1000 evaluated question/answers pairs is also created,

using the same procedure as before. This step can be observed in Figure 5.1.

LLM Judge

calibration_dataset_creation.py I—» Pre-calibration
dataset

Dev Question/Answers
dataset

LLM Judge

:::_l testset_creation.py I—» Test set

Test Question/Answers
dataset

Figure 5.1: Step 1 workflow

5.2.2 Step 2: Calibration dataset creation

Next, we transform the pre-calibration dataset into a calibration dataset, by converting the softmax
scores into non-conformity scores. Having a calibration dataset, we can finally apply the conformal
prediction procedure to the built test set. Consequently, a refined test set is obtained, which contains
evaluated question/answer pairs and prediction set sizes for all the tokens in each answer. This can be

summed up in Figure 5.2.

5.2.3 Step 3: TokenCP version

Given that we have a set of question/answer pairs, with each answer having a list of prediction set

sizes (one per token), we can apply the procedure described in Section 4.3 to transform these set sizes

34



LLM Judge

Pre-calibration
calibration_dataset_creation.py |—’ dataset

Dev Question/Answers
dataset

1

|

1
— Refined |
testset |
1

|

1

LLM Judge

:l testset_creation.py I—» Test set

Test Question/Answers
dataset

T
I
I
1
| conformal_prediction_procedure.py
|
1
1

Figure 5.2: Step 1-2 workflow

into scores between 0 and 1. After choosing an UQ method to combine with TokenCP we can obtain a
global uncertainty measurements (using these scores). The full workflow is shown in Figure 5.3, where

we provide examples of UQ methods that can be combined with TokenCP

Step 1
| LLMJudge 1
! | Step2
! ibrati : Precalibration | [~~~ T T T T T T T T - - == === |
| calibration_dataset_creation.py I_. dataset T ! Step 3
I | colortion dataset creation Py [—>dateset | Step3_________

IDev Question/Answers

dataset n o g | |
icti |—' — tokenCP. Uncertainty

| 1 jconformal_prediction_procedure.py test set EI_.measuremems|

|

LLM Judge I 1
— 11 1 1

testset_creation.py |—> Test set :I— |
|—>I | |

1
1
|
1
1
Test Question/Answers |
] dataset 1

MSP
LN-PE
TokenSAR

Figure 5.3: Step 1-2-3 workflow
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Chapter 6

Results and discussion

In this chapter, we walk through the process of selecting the parameters that influence the perfor-
mance of TokenCP. Based on these parameters, we then compare the performance of different versions
of TokenCP with alternative UQ methods. In the end, we evaluate the CP procedure in TokenCP and

provide a potential addition to the method.

6.1 General setting

In the following experiments, four parameters are explored, each directly or indirectly affecting the
performance of a TokenCP version. Before describing these experiments, we first outline the default

setup — fixed when tuning each parameter:
1. Non-conformity function: LAC.
2. Top-k value: 15.
3. Subword Approach: Single.

4. Method to combine with TokenCP: MSP.

6.2 Calibration dataset sizes

We begin our experiments by examining different calibration dataset sizes, as these can affect the
adaptiveness of a CP procedure. As the calibration dataset directly determines the calibration threshold
4, which in turn guides the creation of prediction sets. For the use of conformal prediction, Angelopoulos
and Bates [10] argue that a calibration dataset of 1,000 data points is enough for most scenarios (given
that the calibration and test data are exchangeable). We follow this suggestion and assess if it holds
empirically for our case, where the data is non-exchangeable and the procedure is used as part of a
larger pipeline. Accordingly, three sizes were considered: 1,000, 2,000 and 3,000. We considered only
up to 3,000 since this was the maximum number of calibration data points all models obtained for both

datasets. In Figure 6.1, the AUROC score of TokenCP for different calibration dataset sizes is shown.
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Figure 6.1: AUROC scores for different calibration dataset size

As shown in Figure 6.1, there is no significant difference in the AUROC scores when varying the
calibration dataset size, indicating that the proposed calibration dataset size by Angelopoulos and Bates
[10], works well for our case. Moreover, we hypothesize that changing the calibration dataset size (be-
tween these values) had a small impact on the adpativeness of TokenCP. Hence, reflecting no significant
difference in the AUROC scores.

Further analyzing Figure 6.1, we can see that the size 1,000 stood out, by outperforming the remain-
ing sizes in 4 of the 6 conducted experiments. Consequently, we decided to set the calibration dataset

size to 1,000, which also reduce the required memory by TokenCP.

6.3 Top-k values

In this experiment we analyzed the impact of the choice of k in fop-k has on TokenCP — since it
defines the maximum prediction set size, as seen in Section 4.3.

The results presented in Figure 6.2 indicate no consistent correlation between the top-k value and the
AUROC score (with the effect top-k appearing to be model and data dependent). Given that changing
the maximum number of predicted classes did not worsen the uncertainty quantification. However, we
hypothesize that even with more (or less) candidates tokens to choose the CP procedure of TokenCP
still produced prediction sets that adapted to the difficulty of inputs (as there was a small difference in
AUROC scores for most cases), therefore showing the robustness of TokenCP.

It is relevant to note the case of Gemma-2-9B + NaturalQA. In this case, there is a considerable
difference between the AUROC score for when top-k is 15 and the remaining values. Furthermore, for
the remaining top-k values (30,60,90) the AUROC score goes below 0.5, indicating that the uncertainty
measurements given are no better than random guessing. It is plausible that for these values, the
CP procedure in TokenCP significantly worsens in adaptiveness (given the increased candidate pool),
hence making the TokenCP version considered (TokenCP + MSP) output high uncertainty measures for

correct answers and low uncertainty measures for incorrect answers. Moreover, Gemma-2-9B is the
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worst performing model in terms of UQ (as seen in Figure 6.2), which goes in accordance with other
research work: Vazhentsev et al. [23] and Yaldiz et al. [35].
Nevertheless, we chose the top-k value of 15, since it not only outperformed all the other top-k values

in 3 out of 6 possible cases, but also lead to faster LLM generations and less memory consumption.
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Figure 6.2: AUROC scores for different top-k values

6.4 Subword approaches

Given that our approach gives scores at the token level, it is necessary to understand how to ap-
proach words that are broken down in multiple tokens —i.e. words that are outside the token vocabulary
of an LLM. An example of such words is: “Shakespeare”. This word when generated is separated into
two tokens: “Shake” and “-speare”, (we define words that are separated into subwords as multi-token
words). Taking inspiration from Bakman et al. [31], we consider two approaches when dealing with words
like “Shakespeare”. The fist one called single treats both tokens independently — TokenCP outputs a
score for each token. In contrast, the second approach called merged merges the tokens of words
which are separated at generation time. We then made TokenCP return a single score (for the whole
word), corresponding to the first token of the word — as the following tokens are just for the completion
of the word. However, other options were also available— such as returning the average, maximum, or
minimum of the scores, as explored by Bakman et al. [31].

To better understand the impact these two approaches have on the performance of TokenCP, we
must understand how often the merges happen in the calibration dataset and testset (for all models and
datasets considered). How often we have to merge tokens depends on multiple factors, including: the
model’s tokenizer, the generated sentence — increasing the number of multi-token words in a sentence
consequently increases the number of merges, the vocabulary size and out-of-vocabulary words.

We now present two tables. Table 6.1 lists the tokenizer used by each model, and Table 6.2 reports

the percentage of merges (relative to treating tokens as single) in the calibration set, the test set, and in
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the correct and incorrect test answers — to assess their impact on the total number of merges in the test
set.

Table 6.1: Type of tokenizer used in each model and the token vocabulary size.

Model Tokenizer

Qwen2.5-7B  Byte-Pair Encoding

Llama-3.1-8B  SentencePiece

Gemma-2-9B  Byte-Pair Encoding

Table 6.2: Percentage of merges in the calibration dataset, test set and for the correct and wrong answers
in the test set.

Dataset Model Calibration dataset Testset Correct answers Wrong Answers
Qwen2.5-7B 412 % 11.65 % 13.93% 10.54 %

TriviaQA Llama3.1-8B 4.48 % 6.10 % 6.99 % 5.60 %
Gemma-2-9B 2.83 % 11.58 % 10.67 % 12.14%
Qwen2.5-7B 3.25% 10.39 % 10.08 % 10.45 %

NaturalQA Llama3.1-8B 3.11% 4.50 % 4.36% 4.52 %
Gemma-2-9B 2.30 % 9.87 % 10.01% 9.84 %

As we can see in Table 6.1, Qwen2.5-7B and Gemma-2-9B have the same tokenizer, as such it is
expected that these have a similar percentage of merges in the calibration dataset and testset (as the
tokenizer defines the subwords to be used by the model). This does happen, as evidenced in Table 6.2
for both the calibration dataset and test set.

Inspecting Table 6.2 we can see that for the calibration dataset the percentage of merges is similar
for all models and datasets. However, for the test set we see an increase in the percentage of merges,
especially for the Qwen2.5-7B and Gemma-2-9B models. We initially hypothesized that the increase was
caused by the presence of wrong answers in the test set. However, Table 6.2 shows that the percentage
of merges in correct and incorrect answers is similar, indicating no clear link between the presence of
wrong answers and a higher merge rate. Accordingly, we propose that the increase in the percentage of
merges is due to the difference in the questions that are used for the calibration dataset (as these come
from the validation set) and for the test set (as these come from the test set). These differences may
cause a model to generate different amounts of multi-token words. Furthermore, we can see that for the
Llama-3.1-8B model the percentage of merges in the test set is smaller in comparison to the remaining
models. We posit that this difference is due to the model’s tokenizer which lead to the use of different
subwords, with respect to the other models considered.

Since the percentage of merges in the calibration dataset and test set, for all the considered models
and datasets, is relatively low (at most 11%) we expect to see no significant difference in the performance
of TokenCP between using the single or merged approaches. Moreover, we expect to see a small
difference between these two approaches for the Llama-3.1-8B model as the percentage of merges in

the calibration dataset and test set is at most 6% (for both datasets). In Figure 6.3 we present the
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performance of TokenCP when we use these two approaches.
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Figure 6.3: AUROC scores for different token types

As it is possible to see in Figure 6.3, there is no significant difference in the performance of TokenCP
when using the merged or single approaches (for all models and datasets considered), with the dif-
ference being very small for the model Llama-3.1-8B. These results go in accordance with what was
expected before.

Nevertheless, since the single approach surpassed the merged approach in 5 out of 6 cases, we

therefore adopt the single approach in subsequent experiments.

6.5 Non-conformity functions

In this section we study the performance of TokenCP when using two different non-conformity func-
tions: adpative prediction sets (APS) and least ambiguous set-valued classifiers (LAC). As stated previ-
ously in Section 2.3.2, LAC produces prediction sets with the smallest average size but tends to create
small prediction sets for hard instances and larger ones for easy instances, whereas APS attempts to
improve adaptiveness but generates larger prediction sets on average. Next, we plot in Figure 6.4 the
spread of the prediction set sizes, produced by the CP procedure in TokenCP for the two non-conformity
functions.

On one hand, it is possible to see in Figure 6.4 that there is a wide spread of the prediction set sizes
for both the LAC and APS non-conformity functions. This is a healthy indicator of adaptiveness, pointing
to the discerning capabilities of the procedure, according to Angelopoulos and Bates [10]. Comparing
the spread of prediction set sizes for the two non-conformity functions, LAC produces smaller sets on
average than APS. Across all models and datasets, LAC yields an average prediction set size of 3.72,
while APS yields 9.42. This goes in accordance with what was mentioned before. We also note that
LAC exhibits more desirable behavior. It frequently produces prediction sets of size 1-3, which are
likely associated with subword continuations, function words, or punctuation. In contrast, APS more

often produces larger sets (around size 13—15), suggesting that it may be overcovering token choices.
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Therefore, we expect TokenCP to perform better when paired with the LAC non-conformity function than
with APS non-conformity function. Subsequently, in Figure 6.5 we present the performance of TokenCP

when using either of these two non-conformity functions.
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Figure 6.4: Step 1-2 workflow

As it can be seen in Figure 6.5, the use of the LAC non-conformity function in the TokenCP procedure
outperforms APS in five out of the six possible cases (when it comes to the AUROC score), with the
only exception being the case of: Gemma-2-9B + NaturalQA (where APS may have rendered the CP
procedure more adaptive than with the use of LAC). Consequently, we made the decision of choosing

LAC as the non-conformity function to be used in the CP procedure of TokenCP.
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Figure 6.5: AUROC scores for different non-conformity functions.

6.6 Final results

Based on the outcomes of the previous experiments we present the optimal parameters (given the

order of the experiments):
+ Calibration dataset size: 1000
» Top-k value: 15
» Subword approach: Single
* Non-conformity function: LAC

Having the optimal setting defined, we move on to compare the different TokenCP versions to alternative
UQ methods (discussed in Section 3.2), in terms of AUROC score. The results are presented in Table
6.3.

Examining Table 6.3, we can see that the maximum token entropy (MTE) UQ method achieved the
highest AUROC score in 4 out of 6 possible cases, hence being the top performing UQ method overall
(for the considered models and datasets). Although there is no single study that compares all of the
aforementioned UQ methods using AUROC, the works of Fadeeva et al. [32] and Vashurin et al. [44]
indicate that the baselines employed in this study achieve comparable or superior performance relative
to state-of-the-art approaches (including TokenSAR). Therefore, these results seem consistent with the
current literature. Among TokenCP versions, TokenCP (LN-PE) + TokenSAR performs best, showing
the smallest average relative difference to the highest AUROC score of 4.1%. Moreover, this version
surpasses all other UQ methods in one case (NaturalQA + Qwen2.5-7B). Specifically, it outperforms the
state-of-the-art TokenSAR on the NaturalQA dataset, while the opposite is observed on the TriviaQA
dataset. This dissimilar behavior for the two datasets, can be due to the greater complexity of NaturalQA
compared to TriviaQA (meaning that a model has a harder time answering questions correctly from

NaturalQA than from TriviaQA), as discussed in Section 5.1.2.
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Table 6.3: AUROC scores comparison between UQ methods. Scores in bold represent the highest score
for a certain model and dataset. Percentages in red or green indicate the relative difference between a

score and the score in bold.

Dataset UQ Method Model
Qwen2.5-7B Llama-3.1-8B Gemma-2-9B
MSP 0.677 0.681 0.555
LN-PE 0.652 0.626 0.574
MTE 0.722 0.702 0.599
TriviaQA TokenSAR 0.710 0.676 0.609
TokenCP (MSP) 0.652 (-9.7%) 0.678 (-3.4%)  0.562 (-7.7%)
TokenCP (LN-PE) 0.624 (-13.6%) 0.590 (-15.9%) 0.584 (-4.1%)
TokenCP (LN-PE) + TokenSAR  0.673 (-6.8%) 0.642 (-8.5%)  0.582 (-4.4%)
MSP 0.585 0.577 0.530
LN-PE 0.602 0.575 0.531
MTE 0.630 0.620 0.563
NaturalQA  TokenSAR 0.645 0.596 0.553
TokenCP (MSP) 0.601 (-8.9%) 0.567 (-8.5%)  0.529 (-6.0%)
TokenCP (LN-PE) 0.635 (-3.8%) 0.566 (-8.7%)  0.556 (-1.2%)
TokenCP (LN-PE) + TokenSAR 0.660 0.598 (-3.5%)  0.556 (-1.2%)

Finally, it is worth noting that combining TokenCP with TokenSAR increased the performance of our
UQ method (for the LN-PE version) by yielding an average relative difference (to the highest score) of
4.1% — smaller than 7.8% for the standalone case. In contrast, pairing TokenCP with other baselines
alone (LN-PE or MSP) often does not yield improvements. We argue that this difference may stem
from how the UQ baselines combined with TokenCP handle the tokens from an answer. In particular,
assigning importance weights to tokens when estimating uncertainty — i.e. identifying which tokens are
most relevant for uncertainty computation, seems to be a more effective strategy when integrating UQ
methods with TokenCP. This hypothesis motivates the following Section 6.7, where we explore the use

of a mechanism that finds the most relevant tokens in answer.

6.7 Token Selection

In the closed-book open-generation question and answering (QA) task an LLM gives an answer to
a question present in the prompt. However, the LLM can not be forced to answer with the least tokens,
so its answer can include semantically redundant tokens. Lets consider the previous example of the
question: "What's the capital of Kazakhstan?” to which a model answers: "The capital of Kazakhstan is
Astana.”. In this situation, the relevant part of the answer (in regard to the question) is "Astana”, with the
remaining tokens being semantically redundant. The authors of Duan et al. [20], demonstrate that LLM
answers frequently include semantically redundant tokens, and that by accounting for this redundancy
the quality of the uncertainty measurements is improved. We then hypothesize that considering only the
most relevant tokens in an answer —when computing sentence uncertainty, willimprove the performance
of the TokenCP method (and of the other considered UQ methods), as done by Bakman et al. [31] and
Duan et al. [20]. In order to select the most relevant tokens in an answer, we use an LLM (Falcon3-7B-

Instruct [57]) acting as an evaluator, which receives the prompt presented in Section A.2 and outputs
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what it considers to be the most relevant tokens in an answer.

Unfortunately this approach has a limitation which can undermine its addition to UQ methods. It
fails to detect any relevant token in an answer approximately on average 30% of the time. This can
happen for some reasons, including: the generated answer (which can be an LLM hallucination), the
LLM evaluator and the prompt used. In the scenario where the evaluator fails to identify any relevant
token in an answer, we consider all the tokens in the answer as relevant. In Table 6.4 we present the

results referring to the use of token selection both in TokenCP and the considered baselines.

Table 6.4: AUROC comparisons between UQ methods considering the use of token selection. UQ meth-
ods with + Selection indicate the use of token selection. The percentages show the relative difference

between the AUROC score of a UQ method and the same UQ method + Selection.

Dataset UQ Method Model
Qwen2.5-7B Llama-3.1-8B Gemma-2-9B

MSP 0.677 0.681 0.555
LN-PE 0.652 0.626 0.574
MTE 0.722 0.702 0.599
MSP + Selection 0.666 (-1.6%) 0.670 (-1.6%) 0.660
LN-PE + Selection 0.706 0.692 0.67

TriviaQA MTE + Selection 0.675 (-6.5%) 0.680 (-3.1%) 0.642
TokenSAR 0.710 0.676 0.609
TokenCP (MSP) 0.652 0.678 0.562
TokenCP (LN-PE) 0.624 0.590 0.584
TokenCP (LN-PE) + TokenSAR 0.673 0.642 0.582
TokenCP (MSP) + Selection 0.612 (-6.1%) 0.633 (-6.6%)  0.635
TokenCP (LN-PE) + Selection 0.639 0.657 0.637
MSP 0.585 0.577 0.530
LN-PE 0.602 0.575 0.531
MTE 0.630 0.620 0.563
MSP + Selection 0.609 0.582 0.633
LN-PE + Selection 0.686 0.598 0.665

NaturalQA MTE + Selection 0.605 (-4.0%) 0.541 (-12.7%) 0.563
TokenSAR 0.645 0.596 0.553
TokenCP (MSP) 0.601 0.567 0.529
TokenCP (LN-PE) 0.635 0.566 0.556
TokenCP (LN-PE) + TokenSAR 0.660 0.598 0.556
TokenCP (MSP) + Selection 0.591 (-1.7%) 0.573 0.526 (-0.6%)
TokenCP (LN-PE) + Selection 0.680 0.594 0.570

In Table 6.4 it is possible to see some differences to Table 6.3. Firstly, LN-PE + Selection and MTE
emerge as the best-performing UQ methods, each outperforming all other methods in 3 out of 6 cases.
Secondly, the addition of token selection improved the performance of both MSP and LN-PE, supporting
our earlier hypothesis. The relative difference to their non-selection counterparts, was on average +6.7%
for MSP and +13.1% for LN-PE. We attribute the negative average relative difference observed for MTE
(-3.2%) to the possibility that the selected tokens were not those where the model was most unsure

about choosing a token — which is central to this UQ method.

45



6.7.1 Impact of token selection on TokenCP

In this section, we analyze the impact token selection can have on the performance of TokenCP. We
begin this analysis by considering for TokenCP versions two possible cases: when there is no token
selection (No) and when there is token selection (Yes). The results are presented in Table 6.5.

Table 6.5: Comparison of AUROC scores for TokenCP in regard to the use of token selection. The
percentages show the relative difference to the corresponding TokenCP version with no selection.

Dataset Method Selection Qwen2.5-7B Llama-3.1-8B Gemma-2-9B
TokenCP (MSP) No 0.652 0.678 0.562

TriviaQA TokenCP (LNPE) 0.624 0.590 0.584
TokenCP (MSP) Yes 0.612 (-6.1%) 0.633 (-6.6%)  0.635
TokenCP (LNPE) 0.639 0.657 0.637
TokenCP (MSP) No 0.601 0.567 0.529

NaturalQA TokenCP (LNPE) 0.635 0.566 0.556
TokenCP (MSP) Yes 0.591 (-1.7%) 0.573 0.526 (-0.6%)
TokenCP (LNPE) 0.680 0.594 0.570

As it is possible to observe in Table 6.5, for the TokenCP version: TokenCP + LN-PE, the use of
token selection improved its score on on all experiments — averaging a relative difference to no selection
TokenCP versions of +6.2%, making it the method with the highest performance in 5 out of 6 cases.
In contrast, for the TokenCP version: TokenCP + MSP, we do not see general improvements as in the
previous case, as the use of token selection often caused a decrease in the AUROC score (in 4 out of
6 times), averaging a relative difference to no selection TokenCP versions of —0.2%. In general, token
selection enhances the performance of TokenCP, which aligns with our previous hypothesis. However
this effect seems to be dependent on the UQ method combined with TokenCP.

We hypothesize that the different impact token selection has on these two TokenCP versions, is due
to the changing in the answer length that token selection does (as it selects only the relevant tokens).
As mentioned in Section 3.2, the scores from MSP are dependent on the length of the answer, whereas
the LN-PE scores are not. As such the reduction in answer length may be having an impact on the

performance of TokenCP + MSP.

6.8 UQ methods sensitivity to model or dataset changes

In this section, we study the robustness of the considered UQ methods in terms of model and
datasets changes. We present Table 6.6 which contains the coefficient variation (CV) of each UQ
method across the considered models, alongside the relative difference between using or not token
selection.

Observing Table 6.6, it is possible to see that the CV values (considering both datasets) range from
0.70% to 8.61%, with an average of 4.92%. Indicating a reasonable robustness of all UQ methods across
models and datasets. Focusing on the TokenCP versions, the mean CV across datasets and models

is 5.00%. When token selection is applied, the TokenCP versions become substantially more robust,
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showing an average relative difference of —33.84% compared with using no token selection. Moreover,
token selection yields a consistent reduction in variability for all UQ methods on TriviaQA - yielding a
mean relative difference of -70.48%, suggesting that only using relevant tokens produces more model-
agnostic uncertainty estimates on this dataset. For NaturalQA the impact is mixed, averaging a relative
difference increase of +2.8%. In this dataset, some methods show reduced CV (improved stability),
while others show small increases in CV.

We hypothesize that since token selection restricts uncertainty estimates to the most informative to-
kens, it inherently reduces model-to-model differences. However, this stabilizing effect seems to depend

on dataset characteristics (e.g. dataset complexity).

Table 6.6: AUROC variability per UQ method measured using Coefficient of Variation (CV). Lower val-
ues indicate more consistent performance across models. Percentages in red or green show the relative
difference between the CV of a UQ method using selection relative to its counterpart not using. Percent-
ages in green indicate that the UQ method became more stable in comparison to its counterpart.

Dataset UQ Method CV (%)
MSP 8.61%
LN-PE 4.99%
MTE 8.03%
MSP + Selection 0.70%
LN-PE + Selection 2.33%
. MTE + Selection 2.45%
TiviaQA — TorensAR 6.33%
TokenCP (MSP) 8.18%
TokenCP (LN-PE) 3.05%
TokenCP (LN-PE) + TokenSAR 5.84%
TokenCP (MSP) + Selection 1.69%
TokenCP (LN-PE) + Selection 1.27%
MSP 4.31%
LN-PE 5.28%
MTE 4.86%
MSP + Selection 3.49%
LN-PE + Selection 5.99% (+13.4%)
MTE + Selection 4.66%
NaturalQA 1o ensAR 6.08%
TokenCP (MSP) 5.09%
TokenCP (LN-PE) 5.68%
TokenCP (LN-PE) + TokenSAR 7.07%
TokenCP (MSP) + Selection 4.82%
TokenCP (LN-PE) + Selection 7.33% (+29.0%)

6.9 Final comments

In summary, TokenCP with the proposed configuration offers a resource-efficient, robust and adapt-
able conformal prediction framework for token-level uncertainty quantification, with a comparable per-
formance to other UQ methods. Additionally, token selection emerges as a promising enhancement for
both performance and robustness, across all conidered UQ methods including TokenCP, yet its reliabil-

ity and dataset dependence requires further refinement.

47



48



Chapter 7

The exploration behind TokenCP

This chapter provides a detailed account of the exploration conducted prior to finalizing the TokenCP

outline, as well as the insights gained from it.

7.1 Calibration datasets

The calibration dataset plays a crucial role in any conformal prediction procedure, so we dedicated
part of the thesis specifically to decide which one to use. As specified in Section 4.1.3, TokenCP em-
ploys the bag-of-tokens calibration dataset. However, before adopting it as our default choice, we also

considered other alternative options:

» Sequential bag-of-tokens: For this option, each calibration set would be made of softmax scores
of tokens in the same phase of generation. For instance, when creating a prediction set for the first
token generated in an answer, the sequential bag-of-tokens would be made of only the first tokens
from the considered correct generations. Unfortunately, this option did not lead to an improved

performance and it slowed down TokenCP (compared to the bag-of-tokens approach).

+ Syntax bag-of-tokens: In this option, the prediction set for each generated token would be created
using a calibration dataset composed of the softmax score of tokens with the same syntactic
function as the one generated. However implementing this approach would be challenging, since:
tokens could be a subword and there are many different syntatic functions — hence requiring many

different calibration datasets with a substantial number of data points.

This experimentation showed that simpler approaches can sometimes outperform more complex
ones while being more efficient and easier to implement. This insight, combined with the time con-
straints of this thesis, led us to settle on the bag-of-tokens calibration dataset and move on to other
components of the pipeline. As discussed next, this decision refined and simplified our strategy for

leveraging prediction set sizes for uncertainty quantification.
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7.2 How to use prediction sets for UQ

As stated in Section 1.2, the main goal of this thesis was to find a way to use the split conformal
prediction procedure for uncertainty quantification in NLG.

Ideally, a conformal prediction procedure should create prediction sets whose size reflects the model’s
uncertainty. We therefore decided to create prediction sets for tokens, meaning that each generated an-
swer yields a list of prediction set sizes encapsulating the model’s uncertainty in each token choice.
From there, we chose to focus on sentence-level UQ rather than token-level UQ, as the former is more
informative. This shift naturally raised the question of how to aggregate the list of token-level prediction
set sizes into a single sentence-level uncertainty measurement.

For transforming the list of set sizes into a single value, we began by using simple summary statis-
tics: mean, median, standard deviation, and skewness. As shown in Figure 7.1, there is no significant
difference between the distributions of each class for any of these statistics, meaning that the resulting
sentence-level UQ measure would not help distinguish between correct and incorrect answers. This

outcome was consistent across all remaining models and datasets.
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Figure 7.1: Histograms for the summary statistics, containing two classes: Correct answers and Wrong
answers. The results plotted are for the Llama-3.1-8B model and the dataset TriviaQA.

Given this small difference between the distributions, we could have explored several avenues that
could have lead to a bigger difference — for example, using a machine learning model to find the optimal
combination of these four values. However, based on the previous insight, we instead decided to trans-
form the list of set sizes into a list of values between 0 and 1, mimicking the softmax scores of tokens

(as explained in Section 4.1.4). In this way, the final transformation from a list of values in [0,1] to a
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single uncertainty measure can be handled by existing state-of-the-art UQ methods, since the list has
pseudo—softmax scores. Therefore simplifying the overall process while still allowing easy refinement of
the function that maps set sizes to values between 0 and 1. Additionally, visually analyzing several met-
ric distributions proved difficult. It was hard both to identify differences per experiment and to compare

several experiments against one another.
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Chapter 8

Conclusions

Artificial intelligence has advanced significantly in recent years, unlocking a wide range of potential
applications across diverse domains that do not share the same level of risk. In high-risk scenarios
(such as the medical domain), a measure of an Al model’s’ outputs reliability is crucial for preventing bad
decisions and undesirable consequences. Disappointingly, measuring the uncertainty of such models
has been overlooked, and remains a relatively underdeveloped field.

This thesis aimed to contribute meaningfully to this field by examining existing solutions and in-
troducing a new white-box uncertainty-quantification method, TokenCP, designed to integrate other
approaches. This UQ method is based on the theoretically grounded and promising CP framework,
offering new opportunities for advancing uncertainty estimation. TokenCP demonstrates flexibility and
potential for improvement — through internal component optimization, integration with other state-of-the-

art methods, and the use of token selection.

8.1 Contributions

The presented work contributes to its field in two main ways, which are presented next.

8.1.1 Insights drawn for UQ methods

In Chapter 6, some UQ methods besides TokenCP were evaluated. From this analysis, the following

contributions were identified:

» Performance: Despite their straightforward implementation and computational efficiency, the eval-
uated UQ methods still demonstrated satisfactory performance. In particular, maximum token
entropy (MTE) emerged as the most effective approach overall. This suggests that simple UQ

methods can still provide meaningful uncertainty estimates.

» Token Selection: Similar to the observations made for TokenCP, restricting the uncertainty esti-
mation to the most relevant tokens generally improved both the performance and robustness of

the considered UQ methods.
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8.1.2 TokenCP

In Section 1.2 we defined some objectives to guide the implementation of TokenCP. Next, we discuss

how TokenCP relates to these objectives:

» Be easily integrated into a wide range of LLMs. Our implementation of TokenCP achieves
this objective, as it can be applied to any LLM for which the logits are accessible. Furthermore,
its optimal configuration (as shown in Chapter 6) results in faster generation and lower memory

consumption compared to other configurations.

» Have competitive performance with current state-of-the art approaches. Although TokenCP
is still in the early stages of development, the best-performing TokenCP version (TokenCP (LNPE)
+ TokenSAR) outperforms the evaluated UQ methods in one out of six cases, while achieving
comparable performance in the remaining ones. Moreover, TokenCP shows significant potential
for further improvement — for instance, incorporating token selection generally yielded performance

gains (see Section 6.7 for details).

» Maintain consistent performance across varying datasets and models. Robustness is a well-
known challenge for UQ methods in natural language generation. Nevertheless, the UQ methods
considered in this work — including the TokenCP versions, exhibited reasonable robustness to both
model and dataset variations (refer to Section 6.8). Additionally, incorporating token selection

generally enhanced the stability of UQ methods under such changes.

Overall, TokenCP opens the door to integrating conformal prediction into uncertainty quantification
for NLG. Even though its components are simple (e.g., the calibration dataset uses the bag-of-tokens
approach), the prediction set sizes it produces show promising potential for effective uncertainty quan-
tification. At the same time, it can be easily integrated into LLMs and remains reasonably robust across

different models and datasets, showcasing its capability to being applied in real-world scenarios.

8.2 Future Work

The development of TokenCP opened many paths for possible improvements and left some questions

unanswered. In this section, we discuss these in more detail.

8.2.1 Evaluating the CP procedure of TokenCP

In this work, the adaptiveness of the CP procedure employed in TokenCP was not evaluated, resulting
in a lack of information regarding its implementation. As discussed in Section 4.1.5, the CP procedure
used in TokenCP does not have a formal definition of coverage due to the nature of the natural language
generation task. Consequently, the metrics introduced in Section 2.3.4 cannot be applied to assess its
adaptiveness. Therefore, we propose an alternative evaluation approach, beyond the scope of this work,

that would involve two steps:
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1. Defining the difficulty of a question. In this first step, the difficulty of a question is assessed
using a to be developed metric. This metric could be, for example, based on the Coleman-Liau
Index (introduced by Coleman and Liau [64]) — which measures the U.S. grade level necessary to

comprehend a text.

2. Average prediction set size for the answer. In the second step, the average of the prediction

set sizes for all the tokens in the answer (to the previous question) is computed.

For our case, given these two steps, an adaptive CP procedure would generate on average larger

prediction set sizes for harder inputs and smaller prediction set sizes for easier inputs.

8.2.2 Token Selection

As mentioned in Section 6.7, the token selection procedure sometimes fails to recognize any relevant

tokens in an answer. In order to overcome this challenge, one could:

+ Use a larger LLM or one with a larger token context window, to find the relevant tokens in an

answer — in comparison to the one used in this work.

 Create guardrails that make sure that an LLM generates an answer with relevant tokens, for exam-

ple by establishing a minimum number of strings for generation.

8.2.3 Calibration datasets

As discussed in Section 4.1.3, we considered only one calibration dataset for this work, the bag-
of-tokens calibration dataset. An important direction for future work would be the development of new
calibration datasets for TokenCP, as this could lead to an improvement on its performance.

One option would be to explore the use of token selection to create a calibration dataset (made
of relevant tokens only) for the CP procedure of TokenCP. Nevertheless, this would prove challenging
— unless using better performing models than those used in this work, as considering only the relevant
tokens significantly reduces the number of data points one can get per correct answer (for the calibration
dataset). Consequently increasing the number of questions needed for the LLM to answer, in order to

create such calibration dataset.

8.2.4 Further evaluation of TokenCP
Finally, it is important to further evaluate the performance of TokenCP by:
+ Using metrics beyond AUROC, such as the Pearson correlation coefficient.

+ Use larger LLMs — those with more than 10B parameters, and a wider variety of tasks, including

e.g., summarization and machine translation.
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 Further investigation is needed to understand how fop-k and the calibration dataset size affect
TokenCP, over a wider range of values than those studied here. In particular, fop-k values below

15 and above 90 should be explored, and calibration datasets should exceed 3,000 data points.

8.3 Final remarks

With the growing use of large language models it is essential to use these models with caution.
That includes recognizing that they are not error-free and accounting for their uncertainty when gener-
ating outputs. This research work aims to promote more responsible use of large language models in
real-world settings by introducing TokenCP — a promising new method for uncertainty quantification, by
providing relevant insights into other state-of-the-art UQ approaches, and by motivating the adoption of

theoretically grounded frameworks such as conformal prediction for reliable UQ in NLG.
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Appendix A

Prompts

In this appendix we present all of the prompts used in this thesis. Every model that was used received
one of these two prompts.

A.1 Answer generation prompt

Answer the following question in a clear and consice way, like a human would.
Avoid unnecessary details, repetition, or filler information.
\n Question: {question}

\nAnswer:

A.2 Token selection prompt

You are an AI evaluator.

Your task is to extract the exact portion of a response that directly

and specifically answers a given question.

### Instructions:

Carefully read the question and the generated response.
- Identify the **minimal** span of text in the response that directly answers the question.

- Ignore surrounding context, introductions, or extra commentary.

If the response is not answering the question, return None

- The output cannot have any punctuation

### Examples:

Example 1:
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Question: What is the capital of France?
Response: France is a country in Europe. The capital of France is Paris. It is known for the
Eiffel Tower.

Output: Paris

Example 2:
Question: Who wrote ’Hamlet’?
Response: ’Hamlet’ was written by William Shakespeare, a famous playwright from England.

Output: William Shakespeare

Example 3:
Question: What is the speed of 1light?
Response: The speed of light in a vacuum is approximately 299,792 kilometers per second.

Output: 299,792 kilometers per second

Example 4:
Question: Who was the first king of Portugal?
Response: The third king of Portugal was D.Jo&o II.

Output: None

Example 5:

Question: In which European city was the 1968 Eurovision Song Contest held?

Response: The 1968 Eurovision Song Contest was held in the European city of Brighton,
United Kingdom!

Output: Brighton

Now extract the answer:

Question: {question}

Response: {response}

Output:
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